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e-Safety Advice for Parents 
 
EYFS 
 

• Start setting some boundaries, even at this early age...it’s never too early to do things like setting limits for 
the amount of time they can spend on the computer.  

 

• Make sure devices like your mobile, tablet or laptop are out of reach. Set up passwords/PINs and make sure 
you keep these details to yourself.  

 

• On computers and any other devices your child has access to, set the parental controls to the appropriate 
age, and enabling access to only appropriate content.  

 

• Buy or download parental control software, switch it on and keep it updated. There are many versions on 
the market, which work in different ways and available at a range of prices, starting at free.  

 

• The big four Internet Service Providers (ISPs) give their customers free parental controls which can 
be activated at any time. Check them out and take advantage of them.  

 

• Buy or download only apps, games, online TV and films which have age ratings, which you should check 
before allowing your child to play with or watch them.  

 

• Share your technology rules with grandparents, babysitters and your child’s friends’ parents so that 
they know what to do when looking after your child.  

 

• When using public WiFi – for example in cafés or hotels – remember that it might not include parental 
controls. Innocently letting your child play with your mobile or tablet while you’re enjoying a well-earned 
coffee may result in them accessing inappropriate content or revealing personal information.  

 

• If you have a family computer or tablet, set the homepage to an appropriate website such as Cbeebies  
 
Key Stage 1 
 

• On computers and any other devices your child has access to, set the parental controls to the appropriate 
age, and enabling access to only appropriate content.  

 

• Buy or download parental control software, switch it on and keep it updated. There are many versions on 
the market, which work in different ways and available at a range of prices, starting at free (e.g. K9 Web 
Protection).  

 

• The big four Internet Service Providers (ISPs) give their customers free parental controls which can 
be activated at any time. Check them out and take advantage of them.  

 

• Agree a list of websites your child is allowed to visit and the kind of personal information they 
shouldn’t reveal about themselves online, such as the name of their school or their home address 
through text or images.  

 

• Set time limits for activities such as using the internet and games consoles.  
 

• Make sure your child is accessing only age-appropriate content by checking out the age ratings on games, 
online TV, films and apps.  
 

• Discuss with your older children what they should or shouldn’t be showing their younger siblings on the 
internet, mobile devices, games consoles and other devices.  

 

• Discuss with other parents subjects such as what age to buy children devices that connect to the internet.  
 

• Don’t be pressured by your child into letting them use certain technologies or view certain online content, if 
you don’t think they are old enough or mature enough… no matter how much they pester you or what their 
friends’ parents allow.  

 

• Talk to other parents about what your children are doing online – help each other monitor activity.  
 



Key Stage 2 
 

• Set some boundaries for your child before they get their first ‘connected device’ (mobile, tablet, laptop or 
games console). Once they have it, it can be more difficult to change the way they use it or the settings.  

 

• Tell your child that it’s very important to keep phones and other devices secure and well hidden when 
they’re not at home, to minimise the risk of theft or loss.  

 

• Discuss with your child what is safe and appropriate to post and share online. Written comments, photos 
and videos all form part of their ‘digital footprint’ and could be seen by anyone and available on the internet 
forever, even if it is subsequently deleted.  

 

• Talk to your child about the kind of content they see online. They might be looking for information about 
their changing bodies and exploring relationships. They also need to understand the importance of not 
sending other people - whoever they are - pictures of themselves naked.  

 

• Remember that services like Facebook and YouTube have a minimum age limit of 13 for a reason. Don’t bow 
to pressure, talk to other parents and their school to make sure everyone is in agreement.  

 

• Explain to your child that being online doesn’t give them anonymity or protection, and that they shouldn’t 
do anything online that they wouldn’t do face-to-face.  

 

• Talk to other parents about what your children are doing online – help each other monitor activity.  
 
Questions to ask: 
 

• Do you really know everybody on your ‘friends’ list?  
 

• Do you know how to use and set privacy and security settings?  
 

• Can you show me how?  
 

• Do you ever get messages from strangers? If so, how do you handle them?  
 

• Do you know anyone who has made plans to meet someone offline that they’ve only ever spoken to online?  
 

• Are people in your group of friends ever mean to each other, or to other people, online or on phones? If so, 
what do they say?  

 

• Has anyone ever been mean to you? Would you tell me about it if they were?  
 

• Has anyone at your school, or anyone else you know, taken naked or sexy photos and sent them to other 
people, or received photos like that?  

  
 
 
Questions to ask yourself: 
 

• Do I model safe, respectful behaviour online?  
 

• Do I know everything I need to know to help my child stay safe?  
 

• Do I know where to go for help/additional information if I need it? 
Additional Info:  
 

• Anti-virus – this is software* you can buy (or not…some versions are free) that helps protect your computer 
from harmful computer viruses.  

 

• Cloud computing – this is a fairly new development. Tools such as Office 365 and Google Drive offer tools 
that allow you to both create content and store content online. Tools such as Dropbox only allow users to 
store ready-made content online.  

 

• File-sharing – this can be both legal and illegal! If you created and own the content it is OK to use cloud 
computing to share it with others.  
 

• Webcams – these have been in the news lately because there has been a marked increase in 
reports indicating their use within an exploitative context.  

 

• In-game chat – sometimes online games offer players the opportunity to communicate within the context of 
the game. This can be via messaging or, more commonly, via direct speech. It is usually totally 
unmoderated.  

 

• In-game purchases – developers make games to make money. Often the game itself might be free to 



download/install but will encourage players to buy tokens in order to progress to the next level.  
 

• Inadvertent cyberbullying – in this context the person may not have initiated the bullying but by hitting ‘like’ 
or ‘share’ they become an active participant. The legal term is ‘accessory’.  

 

• YouTube – this is a video-sharing website. It is totally unregulated both in terms of the video content posted 
and any ‘comments’ made. For this reason it is usually blocked in Primary Schools.  

 

• KiK – this is an instant messaging service for smartphones similar to BBM and WhatsApp.  
 

• SnapChat – this is similar to KiK, BBM and WhatsApp but messages (usually image-related) disappear after 
10 seconds and the sender is not always identifiable.  

 

• Twitter – this is a micro blog. Users can post and/or follow. Messages are limited to 140 characters.  
 

• AskFM – this is a Latvia-based social networking website where users can ask other users questions, with 
the option of anonymity.  

 

• Google Hangouts/Group Chat – this is a multi-user video-conferencing tool. Group chats can be limited to 
invited guests, ‘circles’ or made ‘open’.  

 

• A proxy or proxy server – this is basically another computer which serves as a hub through which internet 
requests are processed. By connecting through one of these servers, your computer sends your requests to 
the proxy server which then processes your request and returns what you were wanting. In this way it 
serves as an intermediary between your home machine and the rest of the computers on the internet. 
Proxies are used for a number of reasons such as to filter web content, to go around restrictions such as 
parental blocks, to screen downloads and uploads and to provide anonymity when surfing the internet. ECC 
maintained schools are provided with broadband in which content is filtered via proxy settings.  

 
*Pay for antivirus software from biggies like Symantec/Norton or Kaspersky and it'll cost around £40 per year. Yet you can get free 
software which, while not quite as effective as paid-for programs, still keeps on top of threats. Regardless of which route you take, heed 
the following: 
 

Hackers develop new bugs constantly. All these free antivirus services offer regular updates, so make sure you get them! 
 
It's not just about how up-to-date your software is. If you're not using it, what's the point? Try to fit in a full "on-demand" 
scan (that is, one where the virus scanner flicks through all the files on your hard drive) once a week. This should make sure 
nothing slips through the net. 
 

 (http://www.moneysavingexpert.com/shopping/free-anti-virus-software) 
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